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Problem

expr.method (args);

tmp = expr;
if (tmp == null)

throw new NullPointerException ();
else

tmp.method(args);
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Assignment rule
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Assignment rule

? nullable v ¢
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Breaks for new objects!
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Object creation
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Object creation
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Proof on paper

Original

Verified

Premises

DC

mSig (D, m) = (7, 5., S, S;)
mSig (C, m) = (v, S;", S, S))

instance 9 S (D! - S;)

C

ccohD
m € methods D

Fms (v, Sin S S))
Fms (v, Si' S’ S1)

Conclusions

¥’ € instances S’ (C'1 - S;")

'y

v'S
V'S
(VAN)

S
=95
=95
1 =05

V'S’ CYS
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Outline
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Heap properties

Semantics

Proof
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Classes

Descendant

M1

Ancestor
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Classes

Descendant Ancestor

methods C C methods D
fields C C fields D
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Types

Class Ckn Nullability: 7 or |

Initialization: 0, 1, or ¢
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Types
C kn
¢ unclassified ? nullable
RS ]
0 free 1 committed I non-null

Cn1|:C np = C1IZC2/\k1|:k2/\n1IZn2
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Types
Type: |C % n Field type:lC n
¢ unclassified ? nullable
=/ NG =
0 free 1 committed ! hon-null

Cn1|:C ny = C1IZC2/\k1|:k2/\n1IZn2
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Signatures

flype (C, f) =T

Field type: C n
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SET

Signatures Arguments Local variables
fType (C, f)=T
mSig (C, m)= (v, Xi, S, Y))

Target initialization Result
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Signatures
flype (C, f) =T
): (77 XI: 57 Y/)

nonvariant T
contravariant -y, X;
covariant S
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Expressions and statements

e = x| x.f | null

10
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Expressions and statements

e = x| x.f | null

including x = res and x = this
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Expressions and statements

e = x| x.f | null

si= x:=e
z.f =y
x = y.m(z)

x
I
=
)
=
Aa

including x = res and x = this
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Expressions and statements

e = x| x.f | null

si= x:=e
| zfi=y
| x:=y.m(z)
| x:=new C (
|ox=(t)y
| s s

including x = res and x = this

Fs s

Well-formed ~ x # this

10
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Well-formed signatures

= ms (% Xi, S, YJ)

> > > ||

vars (S - Yj) C var vy U vars X;
this ¢ X U YJ

res ¢ X; U Y]

distinct (X; @ Y;)

11
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Well-formed signatures

Fms (7, Xi, S, Yj) = wvars (S Y;) C vary U vars X;
A [this ¢ X U YT]
N res & X U Y,
A distinct (X; @ Y;)

11
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Well-formed signatures

= ms (% Xi, S, YJ)

= vars (S-Y;) C vary U vars X;
A this ¢ X; UY;
/\[res%Xiugj

Yi)

N distinct (X;
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Well-formed signatures

= ms (% Xi, S, YJ)

> > > |

vars (S - Yj) C var vy U vars X;
this ¢ X U YJ

res ¢ X; U Y,
| distinct (X; @ Y})|
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Well-formed signatures

= ms (% Xi, S, YJ)

~es (X, Y))

> > > ||

vars (S - Yj) C var vy U vars X;
this ¢ X U YJ

res ¢ X; U Y]

distinct (X; @ Y;)
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Expression typing

Typing environment

I

Assigned variables

A F e:

Expression

T

Type

12
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Expression typing
x € dom T nullable (T x) V x € A

TVAR
MAFXx:T x
x.f £

nullable T ro?

TNULL 1 committed 1! 17

r, A |_ nu” : T : g erslassified Z; Z;

I AF x: CHl
fType (C, f) = Dn, ky = (if ky =1 then 1 else )
ny, = (ifng =1 N\ k; =1 then ! else ?)
TFLD

[ AFx.f:Den,

12
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Statement typing

Typing environment

I,

Assigned variables

AF s |

Statement

N, Y

Assigned fields

13
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Statement typing

MNAFe:T TCT x

TvVARASS
NAFx:=e|AU{x}, @

navy:ckm t=bDm  DmcCrx

TcAsT
NMAFx=(t)y| AU{x}, @
F,AI—51|A1,21 r,A1|—S2|A2,Z2
TSEQ
r,A}_Sl;SQ‘AQ,Z].UZ2
rAFx: ckuy fType (C, f) = Dn

LAFy: T  TCD®n  k=0Vk =1 ¥ =ifx=this then {f} else &)

TFLDASS
NAFx.f=y|A X

I',Al—y:Ck! mSig (C, m) = (v, Xi, S, Y;)
¥ € instances S (C1 - X;) NAFz:T T, CY X YSCT x kT 0

=77 TCALL
NNAFx:=y.m(z)| AU{x}, &
cSig C = (X, Y)) Y € instances CO! X;
LAFz: T, TiCOX = (if committed” T; then1 else0)  CKIC T x
TCREATE

Ak x:=new C (z) | AU {x}, @

13
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Statement typing

MNAFe:T TCT x

TVARASS = e; ©
INAFx:=e|AU{x}, o *x= e 7 1
.~k _ k ? nullable v
NAFy:Cm t = Dno D"n C T x TGAST X0 nonenull X v
NMAFx=(t)y| AU{x}, @
F,AI—51|A1,21 F,A1|—52|A2,Z2
TSEQ
r,A}_Sl;SQ‘AQ,Z].UZ2
rAFx: ckuy fType (C, f) = Dn
LAFy: T  TCD®n ki =0Vk =1 ¥ =/ifx=this then {f} else &) TeibASS
NAFx.f=y|A X
MAaky: K mSig(c,m) =@, X, )
¥ € instances S (C1 - X;) MAFz:T T.COX YSCT x kC Y p
CALL
NNAFx:=y.m(z)| AU{x}, &
cSig C = (X, Yj) Y € instances CO! X;
LAFz: T, TiCOX = (if committed” T; then1 else0)  CKIC T x

TCREATE
Ak x:=new C (z) | AU {x}, @

13
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Statement typing
MAbFe:T TCTx

TVvARASS = v y
NAFx:=e|lAU{x}, @ xf=y; 1 0 o
Lavy:Ckm  t=Dm DanerT 1 v ox «x
CAST x 0 v v/
NMAFx=(t)y|AU{x}, & o OOX X
F,AI—51|A1,21 F,A1|—52|A2,Z2
TSEQ
r,A}_Sl;SQ‘AQ,Z].UZ2
F,A}—X:Ckl! fType (C, f) = Dn
ko . .
NAFy:T TC D ki=0V k =1 > = (if x = this th Ise &
y C n 1 2 (if x is then {f} else )TFLDASS
NAFx.f=y|A X
Maky: K mSig(c,m) =@, X, S )
¥ € instances S (C1 - X;) MAFz:T T.COX YSCT x k;ﬁvT
CALL
NNAFx:=y.m(z)| AU{x}, &
cSig C = (X, Y)) Y € instances CO! X;
LAFz: T, TiCOX = (if committed” T; then1 else0)  CKIC T x
TCREATE

Ak x:=new C (z) | AU {x}, @

13
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Well-formed methods and constructors

Fm C, m
s mBody (C, m) w.f. body
Fms (v, Xi, S, Y)) w.f. signature
—nullable S — res € A init. Result

[0, XiU{this} - mBody (C, m) | A, ¥ w.t. body

14
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Well-formed methods and constructors

Fm C, m
s mBody (C, m) w.f. body
Fms (v, Xi, S, Y)) w.f. signature
—nullable S — res € A init. Result

[0, XiU{this} - mBody (C, m) | A, ¥ w.t. body

e C
s cBody C w.f. body
Fes (X, Y)) w.f. signature

{f € fields C | —nullable (fType (C, f))} C X init. fields
[o, XiU{this} FcBody C | A, ¥ w.t. body

14


https://sit.org/

Well-formed methods and constructors

s mBody (C, m)
Fas (. X S, Y)
—nullable S — res € A
[o, Xi U{this} = mBody (C, m) | A, ¥

s cBody C
s (X Yi)

{f € fields C | —nullable (fType (C, f))} C X

[0, X;U1this} - cBody C | &N,

w.f.
w.f.
init.
w.tT.

w.f.
w.f.
init.
w.t.

body

signature
Result
body

body
signature
fields
body

14
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Heap functions
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Heap functions
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Heap functions
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Heap functions

>
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he:t— C
h,: (¢, f) =t
hE(hm hv)
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Heap functions

X
Lxl
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h,: (¢, f) =t
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Heap functions

>

o~
™
<

0Q | Hh

he:t— C
4 2, h,: (¢, f) =t
"L) h= (hm hv)
he Ly =
h, (ty, £)=a
hy (tx, 8) =
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Memory allocation

alloc h C = (K, 1)

16
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,

16
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

Lemma XYZ. .... Proof. ...
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

Isabelle/HOL automation

Lemma XYZ. .... Proof. ...
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

Isabelle/HOL automation

Lemma XYZ. .... Proof. ...using alloc. []

16
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

Isabelle/HOL automation

Lemma XYZ. .... Proof. ... usiné alloc. ']
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Memory allocation

VM. V. e M.
alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

Isabelle/HOL automation

Lemma XYZ. .... Proof. ... usiné alloc. ']
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Memory allocation

YM. Vi€ M. finite M
a//oc h C — (h/, L) A. Summers, P. Miiller.
Freedom Before Commitment
v ¢ dom h,
h. = h. (¢ — C)
h, = h, ((¢, fields C) — null)

Isabelle/HOL automation

Lemma XYZ. .... Proof. ...using alloc. []

16
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Memory allocation

VM. Vi e M.

alloc h C = (K, 1) Solutions:
v ¢ dom h, o Out-of-memory exception
h.=h: (L — C) e Infinite memory

h, = h, ((¢, fields C) — null)

Lemma XYZ. .... Proof. ...
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

unbounded h

Lemma XYZ. .... Proof. ...
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

unbounded h

Lemma XYZ. .... Proof. ...using something else. [

16
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Memory allocation

alloc h C = (K, 1)
v ¢ dom h,
h.=h: (L — C)
h, = h, ((¢, fields C) — null)

unbounded h

Lemma XYZ. .... Proof. ...using something else. [

E2 F2 D2

Easy
Explanation
Follows
From

Difficult
Discovery
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Object structure
dom h. = {v | 3f. (1, f) € dom h,}

A. Summers, P. Miiller.
Freedom Before Commitment

17
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Object structure
dom h. = {¢| 3f (1, f) € dom h,} (1)

!

L
g | H|[€e— X

v
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Object structure
dom h. = {¢| 3f (1, f) € dom h,} (1)

fields
he ¢ het hyt (1)

x a A fg f,g V

|

[\S)
Q| H |€Ee—— X
~

j

17
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Object structure
dom h. = {¢| 3f (1, f) € dom h,} (1)

fields
he ¢ het hyt (1)

x a A fg f,g V

|

[\S)
g | H|[€e— X
[y
| ——
~

j
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Object structure
dom h. = {¢| 3f (1, f) € dom h,} (1)

X y
al bl A fields )
¢ het
rg = heot h,t
A x a A fg f,g V
€ I~ y b B © @ X

17
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}
I y
P b fields
t heve —/——F— (1)
rg = l het h,t
A x a A fg f,g V
g — y b B 1%} g X

17
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}
I y
P b fields
t hee—/—"F"— (1) (2
rg = l het h,t
A x a A f,g f,g Vv V/
g — y b B 1%} g X /
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)

U{e|3C het=CA fields C = [[}

X y z

a c fields
l t) l Lo (1) ()

f o7 B Al p e—> < !
A x a A f,g f,g Vv V/
g o~ y b B 1%} g X

17
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Object structure
dom h. = {v | 3f. (1, f) € dom h,}
dom h. = {¢ | 3f. (1, f) € dom h,}
U{e|3C het=CA fields C = [[}

het h,t

(1)

(2)

[ 4

X a A f.g f. g
[ 2
B %] %]
zZ C A f.g P

v

X z

a c fields

l bl l ¢t heto ——————
f p

g

v
X
X

> NN

17
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}
dom h, = {(1, f) | « € dom h. N\ f € fields (h. 1)} (3)
X y z
a c fields
l t) l Lo (1) ()
f o+” B Al p e—> < Y
A x a A f,g f,g Vv V/
g S— y b B 1%} g X /
z ¢ A f,g p X X

17
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}
dom h, = {(1, f) | « € dom h. N\ f € fields (h. 1)} (3)
X y z
a c fields
l t) l b (1) Q) )
f o+” B Al p e—> < Y
A x a A fg f,g Vv VvV V/
g o y b B o 2 X J
z ¢ A f,g p X X

17


https://sit.org/

Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}

dom h, = {(1, f) | « € dom h. N\ f € fields (h. 1)} (3)
Fm h=(2)  weak
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}

dom h, = {(1, f) | « € dom h. N\ f € fields (h. 1)} (3)

Fm h=(2)  weak
Faom B = (3) strong
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}

dom h, = {(1, f) | « € dom h. N\ f € fields (h. 1)} (3)

Fm h=(2)  weak
Faom B = (3) strong

I_dom h — I_Odom h
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Object structure

dom h. = {¢| 3f (1, f) € dom h,} (1)
dom h. = {v | 3f (o, f) € dom h,} 2)
U{e|3C het=CA fields C = [[}

dom h, = {(1, f) | « € dom h. N\ f € fields (h. 1)} (3)

Fm h=(2)  weak
Faom B = (3) strong

I_dom h — I_Odom h

i h=h, "dom h, C {null} U {¢ | ¢ € dom hc}
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Heap ordering

h1 < h, = dom hi. C dom hy. N (VLEdom hic. hoe t = hyc L)

18
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Expression value

|X]he = 0 x
[null],, = null

x fl,, = {hv (o x, f)

derefExc

if o x # null

if o x = null
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Operational semantics

Exception state ¢:

ok
castExc

derefExc
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Operational semantics

Objects

&,

Exception state

h1

Statement

o, s ~Hh o &

Variables
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Operational semantics
le]p 5 = derefExc

lelp g =v
! VARASS VARASSBAD
ok, h, o, x ;= e~ h, o(x— v), ok ok, h, o, x := e ~ h, o, derefExc
ox=1 o x = null
FLDASS FLDASSBAD
ok, h, o, x.f :=y~~ (h,((t, f) = o y), hc), o, ok ok, h, o, x.f := y ~~ h, o, derefExc

oy =null
CALLBAD

ok, h, o, x := y.m (z;) ~ h, o, derefExc
oy=¢t hce=C  mSig(Cm)=(vX,SY)
o1 = [this = 1, Xi = o z;, res — null, Yj — null] mBody (C, m) =s ok, h,o1,s~ h', o', € o
SALL
ok, h, o, x :=y.m (z) ~ h', o(x+> c'res), e

cSig C = (Xi, Y}) alloc h C = (h1, ¢t1)

o1 = [this — 11, Xj — o z;, Y; — null] cBody C =s ok, h1, o1, s~ h', 02, €
CREATE
ok, h, o, x :=new C (z) ~ h’, o(x+ 1), €
htoy:t —hkoy:t
(¢} CASTBAD

ok, h, o, x == (t) y ~ h, o(x— o y), ok ok, h, o, x := (t) y ~ h, o, castExc

ok, h, o, s1 ~ h1, o1, ok ok, h1, o1, sp ~ hy, 02, € ok, h, o, s1 ~ hi, 01, € e # ok
SEQ SEQBAD
ok, h, o, s1; 50 ~ hy, 01, €

ok, h, o, s1; 2 ~ hp, 02, €
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Reachability

reaches; h, = iy 1. Af. h, (11, ) = 12
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Reachability
reaches; h, = iy 1. Af. h, (11, ) = 12

reaches h, = (reaches; h,)**

21


https://sit.org/

Reachability
reaches; h, = iy 1. Af. h, (11, ) = 12
reaches h, = (reaches; h,)**

reaches h, Vv = dv'eV. reaches h, v’ v
reaches h, v V= 3dv'eV. reaches h, v v’
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Initialization

init h o = Vf € fields (hc v).
= nullable (fType (hc ¢, f)) — h, (¢, f) # null
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Initialization

init h o = Vf € fields (hc v).
= nullable (fType (hc ¢, f)) — h, (¢, f) # null

deep_init h . =V 1'". reaches h, 1 " — init h .’
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Run-time configuration
I, AF h o

Types Assigned Heap Evaluation

23
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Run-time configuration
N A F h o =
dom o = dom I A this € dom o
A Y 1edom h.. YV fefields (he ¢). h, (1, f) # null —
h, (¢, f) € dom h. A h. (h, (1, ) € fType (hc ¢, f)
A Y x€dom o. = nullable (T x) A x € A — o x # null
ANV xedomao.o x#null — o x € domh. N hto x: T x
A Y xedom 0.V yedom o. committed (T x) —
deep_init, h (o x) A\ (free (T y) — — reaches h,
(0 x) (0 y))
A = nullable (T this) A this € A
A Faom h
AFimh
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Run-time configuration
N A F h o =
dom o = dom I A this € dom o
A Y 1edom h.. YV fefields (he ¢). h, (1, f) # null —
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deep_init, h (o x) A\ (free (T y) — — reaches h,
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A = nullable (T this) A this € A
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AFimh
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Run-time configuration
N A F h o =
dom o = dom I A this € dom o
A Y 1edom h.. YV fefields (he ¢). h, (1, f) # null —
h, (¢, f) € dom h. A h. (h, (1, ) € fType (hc ¢, f)
A Y x€dom o. = nullable (T x) A x € A — o x # null
ANV xedomao.o x#null — o x € domh. N hto x: T x
A Y xedom 0.V yedom o. committed (T x) —
deep_init, h (o x) A\ (free (T y) — — reaches h,
(0 x) (0 y))
A = nullable (T this) A this € A
A l_dom h E2F2D2
AFimh
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Safety and preservation

Theorem. If all the following is true
ILAFh o
AFs|A XL
ok, ho,s~ h', 0, ¢
e # castExc
Fs s
unbounded h

then program s finishes in good configuration I', A’ h’, ¢’ and
does not dereference a null pointer: ¢ = ok.
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Induction goals

Instructions

Version Ind. goals “good” “bad” Min. cases
Original 14 6 5 89
Verified 20 125
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Reachability goal

Vi€dom h'c. ¥V xedom o'. reaches h', (0’ x) v A committed (T x) A
L € dom h. N\ o' x € dom h. — (Jyedom o. committed (T y)
A reaches h, (o y) i)

51, 2
IH2 7 : IH1
hl —_— X/ [y —_—
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Reachability goal

Viedom he. reaches h', (0’ ' {x € dom o' | committed (T x)}) . —
reaches h, (o ' {x € dom o | committed (T x)}) ¢

S1, S

SR
h L
A
hy |92
hy (_J
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Statistics

Publication Proof size Correct?

OOPSLA'11 0 N/A
ETH TR'10 = 20 pages No
this ~ 200 pages lIsabelle/HOL
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Result

expr.method (args);

mp.method(args);

WAL

YA
Q%"
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