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Talk Outline

* Recap of concurrent systems and their problems

* Race Condition —a canonical problem of concurrent systems

* Blocking and Non-Blocking concurrent algorithms

* Consensus Problem — a theoretical toy for studying concurrent systems
* Consensus Protocol — the solution of a consensus problem

* Consensus Numbers as the measure of synchronization “strength” for data
structures and CPU instructions



Key Components of a CPU

| — ALU (Arithmetic-Logic Unit):

CPU »
@& performs arithmetic and logic operations

Registers ———— CU (Control Unit):

—— —_————— —

'\DDDD DD\/ chooses the next instruction to execute, etc.

\ Registers:

Store data required by an executed instruction
(e.g. input arguments)




Communication Bus and System Memory

| ALU (Arithmetic-Logic Unit):

CPU »
@& performs arithmetic and logic operations

Registers | CU (Control Unit):
_REgIste = . .
!\D_D_D_D:_D_DJY\ chooses the next instruction to execute, etc.
T Registers:
Communication Store data required by an executed instruction
Bus — (e.g. input arguments)

System Memory




Von Neumann Architecture

CPU K/ ALU (Arithmetic-Logic Unlt):. .
cu ALU performs arithmetic and logic operations
1\ .
Registers ——— CU (Control Unit):
— \ . .
I\D_D_D_D:_D_D,/“ chooses the next instruction to execute, etc.
‘ T Registers:
Communication Store data required by an executed instruction
Bus — (e.g. input arguments)

CPU instructions and data

/ (Von Neumann architecture)

System Memory




Performance Overheads Related to Memory Access

| ALU (Arithmetic-Logic Unit):

CPU »
@& performs arithmetic and logic operations

Registers ——— CU (Control Unit):
_REEDHIE = ' '
{\D_D_D_D:_D_D,/Y\ chooses the next instruction to execute, etc.
T Registers:
Communication Store data required by an executed instruction
Bus ~| significant (e.g. input arguments)
performance
overheads due
to memory
access speed
System Memory




Performance Overheads Related to Memory Access

CPU
cu ALU ol performs arithmetic and logic operations
Registers ——— CU (Control Unit):
— \ . .
I\D_I:I_I:I_I;I:D_I:I,/‘& chooses the next instruction to execute, etc.

Communication

Bus ~—| Significant

System Memory

\ Registers:

(e.g. input arguments)

performance
overheads due
to memory
access speed

| ALU (Arithmetic-Logic Unit):

Store data required by an executed instruction

A “memory wall problem”

Performance

- the gap between the CPU and memory access speed
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Cache Hierarchy

CPU
Ccu AW

Registers

000000
/ Cache L1 Y
N ) \ Cache hierarchy aims at minimizing the gap
) | '*— between a CPU speed and a system memory
': Cache L(i) ," access speed
\

/




Cache Hierarchy

CPU
o ||

Registers
00000
(faster, smaller) ,’I Cache L1 \\‘
," i \ Cache hierarchy aims at minimizing the gap
:' | \*— between a CPU speed and a system memory
l Cache L(i) ," access speed

/

(slower, larger) |




Microprocessors
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Motivation for Multiprocessor Systems:
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Moore’s Law Stagnation

CPU speed and single-thread
performance seem not to
increase since ~2008



Motivation for Multiprocessor Systems:
Microprocessors Moore’s Law Stagnation
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Motivation for Multiprocessor Systems:
Microprocessors Moore’s Law Stagnation
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Microprocessors
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Motivation for Multiprocessor Systems:
Moore’s Law Stagnation

CPU speed and single-thread
performance seem not to
increase since ~2008

Frequency
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Nowadays, the increase of performance is achieved
through the number of CPUs (or CPU cores), rather
than a further increase of CPU speed

Concurrent programming gets important .



Single Core vs. Multicore Platform

Multicore (Multiprocessor) Platform

A

System Memory

Y

CPU | CPU1 CPU 2
I
@ AL | Core 1 Core 2 Core 1 Core 2
I
Registers | CU | AW CU | AW CU | AW CU | AW
DDDD DD : Registers Registers Registers Registers
| U000, 007 (000,00 U000 00 ({00000
| ! ! ! !
Cache L1 : Cach: L1 Cac:e L1 CaChke L1 Cach:: L1
; i N4 N
v |
Cache L(i) I Cache L2 Cache L2
I
I
System MemoryI : \ /
: Cache L3
I
I
I
I
I
I
I
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Multicore Platform: Advantages and Disadvantages
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S/ CPU 1 CPU 2
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Higher execution throughput: \
tiole threads of t' \ CU AW CU AW CU AW CU AW
supports mu tlp € reads or execution \\ Registers Registers Registers Registers
\ DDD gy uoo. o Hoo. ogy (oot bo
L — — e lieusiioniie Fensiuniaeiy DU AU S ——————— ::’:
‘/ Cache L1 Cache L1 Cache L1 Cache 11| |
Higher performance overheads: \

X
* Expensive context switches and migrations \\ \
between CPUs; N

* Preemption overheads (depend on OS,
significant)
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Multicore Platform: Advantages and Disadvantages

Higher execution throughput:

supports multiple threads of execution

Higher performance overheads:

* Expensive context switches and migrations
between CPUs;

* Preemption overheads (depend on OS,
significant)

There are multiple other problems as well

CPU 1 CPU 2
Core 1l Core 2 Core 1l Core 2
CU | AW CU | AW CU | AW CU | AW
Registers Registers Registers Registers
JO0O. 00 (Uit a0 Ho0. 0oy ({0o0.0o
! ! ! !
Cache L1 Cache L1 Cache L1 Cache L1

N

7

Cache L2

System Memory

Y

N

>

Cache L2

~. 7

Cache L3
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Execution of a Sample Single-Threaded Program

unsigned single thread()

{

unsigned a = 0;
for (unsigned i = 0; 1 < 170007000; i++)
at+;

return a;

Function always returns a = 1’000°000



Execution of a Sample Single-Threaded Program

addi Ss1, SsO, 1

unsigned single thread() CPU
- CU—~> AU —
( /" >
unsigned a = 0; Regidters
for (unsigned i = O,‘ 1 < 1’OOO’OOO, i++) I:I :II:II:I 1)000)000
at+; 1

loop iterations

lw SsO, <address>
return a;

sw Ss1, <address>

Memory Unit

Function always returns a = 1’000°000

Assumption: No cache considered (for simplicity)

18



Execution of a Sample Two-Threaded Program

void threadl (unsigned *a) {
for (unsigned i = 0; i < 5007000; i++)
(*a) ++;
return a;

}

void thread2 (unsigned *a) {
for (unsigned i = 0; i < 5007000; i++)
(*a) ++;
return a;

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
} |
:
I
I
I
I
I
I
I
I
I
I
I
I
I
I

int main () {
unsigned a = 0;
thread first (threadl, &a);
thread second (thread2, ¢&a);
first.join () ;
second.join () ;

return 1;

What do we expect to happen?
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Execution of a Sample Two-Threaded Program

void threadl (unsigned *a) {
for (unsigned i = 0; i < 5007000; i++)
(*a) ++;
return a;

}

void thread2 (unsigned *a) {
for (unsigned i = 0; i < 5007000; i++)
(*a) ++;
return a;

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
} |
:
I
I
I
I
I
I
I
I
I
I
I
I
I
I

int main () {
unsigned a = 0;
thread first (threadl, &a);
thread second (thread2, ¢&a);
first.join () ;
second.join () ;

return 1;

What do we expect to happen?

“a” to be equal to 1’000°000 ?

~2 times faster computation time ?
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Race Condition —a Canonical Problem of Concurrent Systems

void threadl (unsigned *a) { CPU1 CPU2
for (unsigned i = 0; i < 5007000; 1i++) @ AW el —
(*a) ++; Registers Registers
return a; OO0 00 OO0 00

}

void thread2 (unsigned *a) {

for (unsigned i = 0; i < 5007000, 1i++)
(*a) ++; A Shared
. Memory
return a; Unit

Assumption: No cache for simplicity
int main () {

unsigned a = 0;

thread first (threadl, &a);

thread second(thread2, ¢a);

first.join () ;

second.join () ;

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
} |
I
I
I
I
I
I
I
I
I
I
I
I
return 1;

I
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Race Condition —a Canonical Problem of Concurrent Systems

void threadl (unsigned *a) { CPU1 CPU2
for (unsigned i = 0; i < 5007000; 1i++) @ AW el —
(*a) ++; Registers Registers
return a; OO0 00 OO0 00
} Iw $s0, <address>

Iw $s0, <address>
void thread2 (unsigned *a) {

for (unsigned i = 0; i < 5007000, 1i++)
(*a) ++; A Shared NG a
‘ . Memory .
return a; Unit
}
Thread 1 .—IW
Thread 2 |—|W
“a” values:

Proc. 1 input reg.
Proc. 1 output reg.
Proc. 2 input reg.
Proc. 2 output reg.
Memory O

Time
22



Race Condition —a Canonical Problem of Concurrent Systems

void threadl (unsigned *a) {

for (unsigned i = 0; i < 5007000; i++)
(*a) ++;
return a;
}
void thread2 (unsigned *a) {
for (unsigned i = 0; i < 5007000; i++)
(*a) ++;

return a;

Thread 1 Iw : addi
Thread 2 i lw
“a” values:
Proc. 1 input reg. 0
Proc. 1 output reg. 1
Proc. 2 input reg. 0

Proc. 2 output reg.
Memory O

addi $s1, $s0, 1

CPU1

7

> AW

EJEEES...D

Iw $s0, <address>

A Sha

Memory

Unit

CPU2

Iw $s0, <address>

oll)

AW

Registers

Hoa.

R

red -

(N

Time
23



Race Condition —a Canonical Problem of Concurrent Systems

addi $s1, $s0, 1 addi Ss1, Ss0, 1
void threadl (unsigned *a) { CPU1 CPU2

for (unsigned i = 0; i < 5007000; i++) 59’?'NUJ" CU || AW N

(*a) ++; RJEIisters Regigters
return a; D DDD DDD
Iw $s0, <address>

sw $s1, <address>

}

Iw $s0, <address>
void thread2 (unsigned *a) {

for (unsigned i = 0; i < 5007000, 1i++)

(*a) ++; A Shared
Memory
Unit

sw $s1, <address>

return a;

Thread 1 , lw i addi | SW i lw i addi : SW | lw :
Thread 2 \ lw i addi ; SW ; lw ; addi i SW i lw
“a” values:
Proc. 1 input reg. 0 1 2

Proc. 1 output reg. 1 2
Proc. 2 input reg. 0 1
Proc. 2 output reg. 1 2

Memory O 1 @ 2 _

Thread 2 writes “1” into memory, instead of expected “2” Time )




Race Condition —a Canonical Problem of Concurrent Systems

void threadl (unsigned *a) {
for (unsigned i = 0; i < 5007000; i++)
(*a) ++;
return a;

}

void thread2 (unsigned *a) {
for (unsigned i = 0; i < 5007000, 1i++)
(*a) ++;

return a;

int main () {
unsigned a = 0;
thread first (threadl, &a);
thread second (thread2, ¢&a);
first.join () ;
second.join () ;

return 1;

addi Ss1, Ss0, 1

CPU1

Syf? AWV

[m—

Re(ﬁisters
HUo0 . O

Iw $s0, <address>

Iw $s0, <address>

CPU2

sw $s1, <address>

addi Ss1, Ss0, 1

cu AW R~

Regigters

0d..0

sw $s1, <address>

A Shared

Memory

Unit

The resulted “a” will be less than 1’000’000

25



Value “Actuality” for a Program Variable

There are several values associated to the
same variable, stored at different locations,
with a different “actuality”:

* Processor register;
» Different caches;

* Main memory

CPU 1 CPU 2
Core 1l Core 2 Core 1 Core 2
CU | AW CU | AW CU | AW CU | AW
Registers Registers Registers Regisrs
@[] 0 000,00 HU0. 001 |00e. 00
! ! T ]
Cache L1 Cache L1 Cache L1 Cache L1

N

7

® Cache L2

® Values of variable “a@”
of a different actuality

Note: the pointer is dedicated to point to a memory cell only
(not to a processor register, or location in cache)

~.

N

>

® Cache L2

® Cachel3

System Memory

Y

3
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The Notion of Critical Sections

void threadl (unsigned *a) { CPU1
for (unsigned i = 0; 1 < 1007000; i++) 59’) e
(*a) ++; Registers
return a; L. O

lw SsO, <address>
void thread?2 (unsigned

{

addi Ss1, SsO, 1

Iw Ss0, <address>
sw Ss1, <address>

addi Ss1, SsO, 1

CPU2

U | AW N

Regigters

0d..0

sw Ss1, <address>

for (unsigned i1 = 0; 1 1007000; i++)
(*a) ++; A Shared
. Memory
return a; Unit

}

int main () {

exclusion for access to a shared variable

unsigned a = 0;

thread first(threadl, &a);
thread second(thread2, &a);
first.join ()
second.join () ;

return 1;

To put critical sections — blocks of code, providing mutual

27



Race Condition: Explicit Synchronization of Critical Sections

addi Ss1, SsO, 1

addi Ss1, SsO, 1

CPU2

void threadl (unsigned *a) { CPU1

i < 100"000;

?/>

it++)

AW

U | AW N

|—

for (unsigned i = 0;

sters

0.0

(*a) ++;

P

return a;

Regigters
0.0

}

void thread2 (unsigned *a)

lw SsO, <address>

{

Iw Ss0, <address>
sw Ss1, <address>

sw Ss1, <address>

for (unsigned i = 0; i < 1007000; i++)
(*a) ++; A Shared
. Memory
return a; Unit

Thread 1

Thread 2
“a” values:
Proc. 1 load reg.

Proc. 1 store reg.
Proc. 2 load reg.

Proc. 2 store reg.

Time
N
28
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Race Condition: Explicit Synchronization of Critical Sections
addi Ss1, $s0, 1

void threadl (unsigned *a)

for (unsigned i = 0;

(*a) ++;
return a;

}

void thread2 (unsigned *a)

for (unsigned i = 0; i

(*a) ++;

return a;

Thread 1

Thread 2
“a” values:
Proc. 1 load reg.

Proc. 1 store reg.
Proc. 2 load reg.

Proc. 2 store reg.

Thread 1 entered critical section first

lw

—_

i < 100"000;

{

{

< 100"000; 4i++)

it++)

CPU1

Re(ﬁsters
Hoo0 . O

(=)

lw SsO, <address>

Iw Ss0, <address>
sw Ss1, <address>

addi Ss1, SsO, 1

CPU2
oV} AW N

Regigters

0d..0

sw Ss1, <address>

A Shared

Memory

Unit

Thread 2 attempts to enter critical section as
well, but must wait the completion of critical

section by Thread 1

Time
N

Memory O
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Race Condition: Explicit Synchronization of Critical Sections

void threadl (unsigned *a) {
for (unsigned i = 0; i < 1007000; 1i++)
(*a) ++;

return a;

}
void thread2 (unsigned *a) {
for (unsigned i = 0; i < 1007000, 1i++)
(*a) ++;

return a;

} Critical section of Thread 1
(uninterruptable by Thread 2)

\4

Thread 1 lw i addi ; SW

Thread 2
“a” values:

Proc. 1 load reg.

pordread 2 waiting .

0
Proc. 1 store reg.

Proc. 2 load reg.

Proc. 2 store reg.

e e e e

Memory ! O

addi

Ss1, SsO, 1

CPU1

Re(ﬁsters
Hoo0 . O

(=)

lw SsO, <address>

CPU2

Iw Ss0, <address>
sw Ss1, <address>

addi Ss1, SsO, 1

U | AW N

Regigters

0d..0

sw Ss1, <address>

A Shared

Memory

Unit

Time
N

730



Race Condition: Explicit Synchronization of Critical Sections

void threadl (unsigned *a) {
for (unsigned i = 0; i < 1007000; 1i++)
(*a) ++;

return a;

addi Ss1, SsO, 1

CPU1

|—

't

(=

sters

0.0

addi Ss1, SsO, 1

CPU2

U | AW N

Regigters

0d..0

sw Ss1, <address>

Proc.Zstorereg.I

} lw $s0, <address>
lw $s0, <address> sw Ss1, <address>
void thread2 (unsigned *a) {
for (unsigned i = 0; i < 1007000; i++)
(*a) ++; A Shared N N
. Memory
return a; Unit
}
I Critical section of Thread 1 U Critical section of Thread 2 R
™ 1 “1
Thread 1 | lw . addi SW : :
H ¥ r . |
Thread 2 | pooThread 2waiting ! lw addi  sw
“a” values: : : :
Proc. 1 load reg. ! 0 ; !
Proc. 1 store reg. | 1 ! ;
Proc. 2 load reg. : : 1 :
: ! |
I I
I 1
1 1

Memory ! O

Time
N

d
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Race Condition: Explicit Synchronization of Critical Sections

addi Ss1, SsO, 1

addi Ss1, SsO, 1

void threadl (unsigned *a) { CPU1 CPU2
for (unsigned i = 0; i < 1007000; i++) ?/) AW = U 4 AU N
(*a) ++; Registers Regigfers
return a; 00000 0.0
} lw $s0, <address>
Iw $s0, <address> sw $s1, <address>
void thread2 (unsigned *a) {
for (unsigned i = 0; i < 1007000, 1i++) sw $s1, <address>
(*a) ++; A Shared N N
. Memory
return a; Unit
}
I Critical section of Thread 1 U Critical section of Thread 2 R
: . ! :
Thread 1 { lw . addi SW | Thread 1 waiting 'l
} } } TS Lo Ak
Thread 2 | ... Thread 2 waiting ! lw addi ~~ sw !
“a” values: : : !
Proc. 1 load reg. : 0 : :
Proc. 1 store reg. | 1 | ;
Proc. 2 load reg. i : 1 :
I 1 I
Proc. 2 store reg. : : 2 :
Memory ! O 11 12 Time
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Race Condition: Explicit Synchronization of Critical Sections

void threadl (unsigned *a) {
for (unsigned i = 0; i < 1007000; 1i++)
(*a) ++;

return a;

addi Ss1, SsO, 1

CPU1

|—

y i
Registers
DE(EDD 0

CPU2

addi Ss1, SsO, 1

U | AW N

Regigters

0d..0

} lw $s0, <address>
lw $s0, <address> sw $s1, <address>
void thread2 (unsigned *a) {
for (unsigned i = 0; i < 1007000; i++) ow $s1, <address>
(*a) ++; A Shared N N
. Memory
return a; Unit
}
I Critical section of Thread 1 U Critical section of Thread 2 .1 Critical section of Thread 1
™ 1 1
I . | 1 .
Thread 1 ! lw . addi SW 1 Thread 1 waiting 1 lw addi
} } } TS Lo Ak i
Thread 2 | oo Thread 2 waiting '. lw L addi  sw |
“a” values: : | !
Proc. 1 load reg. : 0 : : 2
Proc. 1 store reg. | 1 | ;
Proc. 2 load reg. i : 1 :
I 1 I
Proc.Zstorereg.: : 2 :
Memory ! O 11 ! Time
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Blocking vs. Non-Blocking Implementation addi 5s1, 550, 1 addi 551, 350, 1
CPU1 CPU2
C AW '> CcuU AW ~’

Régisters [ Regfsters

oo [ D...Dl]‘Z
Iw Ss0, <addrgés>

sw Ss1, <addrefs>

The same problem can be solved by blocking or non-blocking approaches

For example, to resolve race condition:

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable; $s1, <add
sw Ss1, <address>

Shared H’_Z,
Memory m
I Critical section of Thread 1 I Critical section of Thread 2 .1 Critical section of Thread 1
: . ! _ : :
Thread1} W addi | SW |y hread Iwaits L lw | addi
Thread2 | .....thread2waits ' w caddi  osw Thread 2 waits _
“a” values: : | :
Proc. 1load reg. | > 0----- 4 ! ! B 2---,‘
Proc. 1 store reg. : ,’I Thread 1 1. : : ,,’
Proc. 2 load reg. | [ executes : S p— o :
[ i < 1 / I J
Proc. 2 store reg. : / : Thread 2 2\ : Y
Memory ! 0 --- S - executes ey 2 Time




Blocking vs. Non-Blocking Implementation addi 551, 550, 1 addi 5s1, 550, 1
CPU1 CPU2
C AW ‘> CcuU AW ~’

. ; - ki
The same program can be implemented as blocking or non-blocking Régisters _/ Re Stersﬂ/

For example, these are possible ways to resolve race condition:

Iw Ss0, <addrgés>
sw Ss1, <addrefs>

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable; $s1, <address>
sw Ss1, <address

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared
operations; no critical sections and mutual exclusion used Memory H




Blocking vs. Non-Blocking Implementation addi 551, 550, 1 addi 5s1, 550, 1
CPU1 CPU2
C AW ‘> CcuU AW ~’

. ; - ki
The same program can be implemented as blocking or non-blocking Régisters _/ Re Stersﬂ/

For example, these are possible ways to resolve race condition:

Iw Ss0, <addrgés>
sw Ss1, <addrefs>

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable; $s1, <address>
sw Ss1, <address

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared 4
operations; no critical sections and mutual exclusion used Memory hL
Thread 1 . lw . addi . SW
“a” values:

Proc. 1 load reg.

Proc. 1 store reg.

Memory O Time




Blocking vs. Non-Blocking Implementation

The same program can be implemented as blocking or non-blocking

For example, these are possible ways to resolve race condition:

1) Blocking: critical sections to provide mutually exclusive access to a
shared variable;

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”)

addi Ss1, SsO, 1

CPU1

Iw Ss0, <address>

CPU2

)

sw Ss1, <addr

Iw Ss0, <addrgés>

addi Ss1, SsO, 1

|

CU AU N

Re slﬂersl,:| ﬂl

s>

sw Ss1, <address>

Shared H’_‘g
operations; no critical sections and mutual exclusion used Memory H
CAS recap:
Thread 1 , lw . addi : SW : 1) CAS operation stores a variable value before computation

“a” values:
Proc. 1 load reg.

Proc. 1 store reg.

Memory = O _

Time
A

Extra memory for CAS



Blocking vs. Non-Blocking Implementation addi 551, 550, 1 addi 5s1, 550, 1
CPU1 CPU2
C AW '> CU 4 AW ~’
The same program can be implemented as blocking or non-blocking Rbgisters Re stersﬂf
For example, these are possible ways to resolve race condition:

Iw Ss0, <addrgés>
sw Ss1, <addrefs>

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable; $s1, <address>
sw Ss1, <address

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared e
operations; no critical sections and mutual exclusion used Memory hL
CAS recap:
Thread 1 , lw . addi : SW : 1) CAS operation stores a variable value before computation;
2) Before writing back, CAS operation checks the value to be
”a” Va|ue5: unchanged
Proc. 1 load reg. > 0------ <
Proc. 1 store reg. / 1
Memory O ::1' Time
e >0

Extra memory for CAS



Blocking vs. Non-Blocking Implementation

. ; - ki
The same program can be implemented as blocking or non-blocking Régisters _/ Re Stersﬂ/

For example, these are possible ways to resolve race condition:

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable;

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared

operations; no critical sections and mutual exclusion used

addi Ss1, SsO, 1 addi Ss1, SsO, 1

CPU1 CPU2
C AW '> CU / AW ~’

Iw Ss0, <addrgés>
sw Ss1, <addrefs>

sw Ss1, <address>

Memory m

CAS recap:
Thread 1 , lw . addi : SW 1) CAS operation stores a variable value before computation;
2) Before writing back, CAS operation checks the value to be
“a” values: unchanged:
Proc. 1 load reg. 7 0------ 4 a) If unchanged, CAS overwrites a value
Proc. 1 store reg. / 1
Memory 07 <l Time
\\ —————— ) 0 ________ ,,,*

Extra memory for CAS



Blocking vs. Non-Blocking Implementation

The same program can be implemented as blocking or non-blocking

For example, these are possible ways to resolve race condition:

1) Blocking: critical sections to provide mutually exclusive access to a

shared variable;

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”)
operations; no critical sections and mutual exclusion used

addi Ss1, SsO, 1

CPU1

(=)

Iw Ss0, <address>

CPU2

Iw Ss0, <addrgés>
sw Ss1, <addr

addi Ss1, SsO, 1

|

cu

Re slﬂersl,:| ﬂl

AW N

s>

sw Ss1, <address>

Shared

Memory

CAS recap:
Thread 1 , lw . addi SW 1) CAS operation stores a variable value before computation;
2) Before writing back, CAS operation checks the value to be
“a” values: unchanged:
Proc. 1 load reg. 7 0------ 4 a) If unchanged, CAS overwrites a value;
Proc. 1 store reg. . 1\ b) If changed, CAS discards its computation, and repeats
/ computation with a new value
Memory 07 \‘:‘; 1 Time
\\ ______ ) 0 _________ —,—

Extra memory for CAS



Blocking vs. Non-Blocking Implementation

The same program can be implemented as blocking or non-blocking

For example, these are possible ways to resolve race condition:

addi Ss1, SsO, 1

CPU1 CPU2
C AW ‘> CuU AWV ~’
Registers [ Regfsters
h illiig
Iw Ss0, <addrgés>

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address> sw Ss1, <addrefs>
shared variable;
. . o a ., sw $s1, <address>
2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared 2
operations; no critical sections and mutual exclusion used Memory hL
Thread 1 , Iw addi SW ; lw addi SW lw addi  sw
“a” values:
Proc. 1 load reg. > 0------ o ]--meo Sy ) -- .
8 . > O < > 1 S p 2 4
Proc. 1 store reg. / 1 p) / 3
CAS CAS
; Ss.__ succeeds / >~ succeeds ! \)
__/, ‘~_> ! ~__> . .
Memory  0-:’ 3 1-- 2322, 5 T|m§
te--e- > 0|-------- T e 1|------ Teee-e- > 2|

addi Ss1, SsO, 1



Blocking vs. Non-Blocking Implementation cPUL addi 551, 550, 1 PU? addi 5s1, 550, 1
C AW '> CU 4 AW N

. ; - ki
The same program can be implemented as blocking or non-blocking Régisters _/ Re Stersﬂ/

For example, these are possible ways to resolve race condition:

Iw Ss0, <addrgés>
sw Ss1, <addrefs>

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable; $s1, <address>
sw Ss1, <address

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared hu‘l[
operations; no critical sections and mutual exclusion used Memory H
Thread1 W, addi | swW . lw _ addi sw . Ilw  addi _sw
“a” values:
Proc. 1 load reg. 0 1 2
Proc. 1 store reg. 1 2 3

Memory O 1 2 Time




addi Ss1, SsO, 1

Blocking vs. Non-Blocking Implementation

CPU1 CPU2
C AW '> CU 4 AW ~’
The same program can be implemented as blocking or non-blocking R isﬁers / Re Sﬁerf’]ﬂ/
For example, these are possible ways to resolve race condition: W $50, <addrg?ee

1) Blocking: critical sections to provide mutually exclusive access to a

shared variable;

Iw Ss0, <address>

sw Ss1, <addr

addi Ss1, SsO, 1

s>

sw Ss1, <address>

Non-blocking: for example, by using CAS-like (“compare-and-swap”)

2) Shared H’_‘g
operations; no critical sections and mutual exclusion used Memory g
Thread 1 . lw ~addi SW . lw addi SW . Iw addi _ sw
Thread 2 . w ,addi  sw lw addi _ sw
“a” values:
Proc. 1 load reg. 0 1 y)
Proc. 1 store reg. 1 2 3
Proc. 2 load reg. P » 0------ . 1
Proc. 2 store reg. el 1
Memory O ::::::"/ 1 (Thread 1) 2 (Thread 1) Time
o >0




Blocking vs. Non-Blocking Implementation

The same program can be implemented as blocking or non-blocking

For example, these are possible ways to resolve race condition:

1)
shared variable;

Blocking: critical sections to provide mutually exclusive access to a

addi Ss1, SsO, 1

CPU1 CPU2
c AW > CU | AW ~’
Reégisters [ Regfsters
T ifiig
lw $s0, <addrgés>
lw $s0, <address> sw $s1, <addrefs>

addi Ss1, SsO, 1

sw Ss1, <address>

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared hu‘l[
operations; no critical sections and mutual exclusion used Memory g
Thread 1 . lw . addi SW . lw addi SW . lw addi . sw
Thread 2 . w ,addi sw Iw addi : sw .
“a” values:
Proc. 1 load reg. 0 1 2
Proc. 1 store reg. 1 2 3
Proc. 2 load reg. O » 0------ y 1
Proc. 2 store reg. e g [ .
Memory 0O :::IIZ"/ 1 (Thread 1) = CAS from Thread 2 fails: 2 (Thread 1) Timg
s >0 |------------- - "gefore computation it was “0”,

but now it is “1”



addi Ss1, SsO, 1 addi Ss1, SsO, 1

Blocking vs. Non-Blocking Implementation

CPU1

The same program can be implemented as blocking or non-blocking

For example, these are possible ways to resolve race condition:

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable;

islﬂe“r.sl,:| [ Re slﬂersl,:| ﬂl

CPU2
AW '> CU / AW ~’

Iw Ss0, <addrgés>
sw Ss1, <addrefs>

sw Ss1, <address>

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared e
operations; no critical sections and mutual exclusion used Memory hL
Thread 1 . lw ~addi SW . lw  addi SW . lw . addi . sw
Thread 2 . lw . addi SW . lw addi SW
“a” values:
Proc. 1 load reg. 0 1 2
Proc. 1 store reg. 1 2 3
Proc.2loadreg. @ o Ommmmee i e
e > 0 S e > 1 “a
Proc. 2 store reg. Pt i IR < 2~ q
Memory O ::::::’/ 1 (thread1) = CAS from Thread 2 fails 2 (from Thread 1) o
\\\\ ,4 \\ /1 -
SN e e X ) _________________ . b S ___> ) _______________________ - e
0 1 Thread 2 takes a new value of a

shared variable, and recomputes



addi Ss1, SsO, 1

Blocking vs. Non-Blocking Implementation

CPU1

The same program can be implemented as blocking or non-blocking

For example, these are possible ways to resolve race condition:

1) Blocking: critical sections to provide mutually exclusive accesstoa  |w $s0, <address>

shared variable;

=)

CPU2

Iw Ss0, <addrgés>
sw Ss1, <addr

addi Ss1, SsO, 1

|

CU AU N

Re slﬂersl,:| ﬂl

s>

sw Ss1, <address>

2) Non-blocking: for example, by using CAS-like (“compare-and-swap”) Shared e
operations; no critical sections and mutual exclusion used Memory hL
Thread 1 . lw . addi | SW . lw  addi SW . lw addi _ sw
Thread 2 . lw . addi SW . lw addi SW
“a” values:
Proc. 1 load reg. 0 1 2
Proc. 1 store reg. 1 2 3
Proc.2loadreg. @ o Ommmmee i e
g o> 0 < > 1 a CAS for
Proc. 2 store reg. /,,/ i IR . // 2~___________\4 Thread 2
Memory 0=zzzzz7"" 1 (Thread1) = CAS from Thread 2 fails 2 (from Thread 1) fails again
\\\\ ,4 \\ /1 ~
SN e N ) _________________ . e N e DD ) _______________________ A -
0 1 Thread 2 takes a new value of a

shared variable, and recomputes



Classification of Concurrent Algorithms

Concurrent
Algorithms
Blocking Non-blocking
All algorithms that are Failure or suspension of any thread
NOT proved to be non-blocking* cannot cause failure or suspension
/ \ / of another thread \

Deadlock-free Starvation-free Lock-free Wait-free Obstruction-free

1) If some thread(s) acquire(s) (or lockout-free) System-wide Each thread is (introduced in 2003)

a lock on a shared resource, Every thread that attempts progress guaranteed gua.ra_nte_ed o From any point, when a single
then some thread succeeds; to acquire a lock on a shared to finish in a finite thread is executed in isolation

resource eventually succeeds number (i.e. with all obstructing threads
2) If a thread never succeeds to of steps, without any L e
. S suspended), it will finish in a
acquire a lock, then other waiting
. e bounded number of steps

threads acquire locks an infinite / \

number of times

(Coffman necessary conditions for Bounded wait-free Wait-free Population Oblivious
a deadlock are available) Each thread is guaranteed An algorithm performance is not affected

to finish in a finite and bounded by the number of threads

* Presence of mutual exclusion is not a sufficient condition number of steps, without

for an algorithm to be blocking any waiting

Note: Livelock problem can occur for both, blocking and non-blocking algorithms 47



Threads Synchronization by Using a FIFO queue

Given:

2 asynchronous threads, and
a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()
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Threads Synchronization by Using a FIFO queue

Given:

2 asynchronous threads, and
a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically
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Threads Synchronization by Using a FIFO queue

Given:

2 asynchronous threads, and
a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically
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One Feasible Relative Execution Scenario

Linearization Thread 1 Thread 2

Points

1 bool proposed = 0;

2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed);

4 else decision = Q.dequeue();

5 return decision;

6 bool proposed = 1;

7 bool decision = proposed;

8 if (Q.is_empty()) Q.enqueue(proposed);
9 else decision = Q.dequeue();

10 return decision;

Observation:

Both threads always return the same “decision” value, despite being asynchronous and having different “proposed” values!



Another Feasible Relative Execution Scenario

Linearization Thread 1 Thread 2

Points

1 bool proposed = 0;

2 bool decision = proposed;

3 bool proposed = 1;

4 bool decision = proposed;

5 if (Q.is_empty()) Q.enqueue(proposed);
6 if (Q.is_empty()) Q.enqueue(proposed);

7 else decision = Q.dequeue();

8 return decision;

9 else decision = Q.dequeue();

10 return decision;

Observation:

Both threads always return the same “decision” value, despite being asynchronous and having different “proposed” values!



Consensus Problem:
An Informal Introduction

We have n asynchronous threads;
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Consensus Problem: * We have n asynchronous threads;

An Informal Introduction * Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into a buffer shared among all threads;

Thread 2
proposes

value “M”
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Consensus Problem: * We have n asynchronous threads;

An Informal Introduction * Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into a buffer shared among all threads;

Some data structure(s) and
synchronization primitive(s) used

Thread 2
proposes

value “M”
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Consensus Problem: * We have n asynchronous threads;

An Informal Introduction * Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into a buffer shared among all threads;

* Propositions by threads are done at a completely random (unpredictable) order;

Some data structure(s) and
synchronization primitive(s) used

For example, thread 2 makes its propostion before
thread 1, or vice versa

Thread 1
proposes
value “P”

Thread 2
proposes

value “M”
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Consensus Problem: We have n asynchronous threads;

An Informal Introduction

Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into a buffer shared among all threads;

* Propositions are done at a completely random (unpredictable) order;

e After that point, every thread continues execution with a value, that is the same for all
other threads (both, which have already made propositions, or are going to do so)

Thread 2

continues execution
with value “M”

Thread 1

continues

with value “M”
Some data structure(s) and

synchronization primitive(s) used

Thread 1
proposes
value “P”

Thread 2
proposes

value “M”
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Consensus Problem:
An Informal Introduction

We have n asynchronous threads;

Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into some shared buffer;

* Propositions are done at a completely random (unpredictable) order;

* After that point, every thread continues execution with a value, that is the same for all
other threads (both, which have already made propositions, or are going to do so)

Thread 2

continues execution
with value “M”

Thread 1

continues

with value

Threads
prepare
proposals

Threads execute
with the same value

Thread 1
proposes

value

Thread does not necessarily
Thread 2 proceed execution with a

proposes value it proposed!

value “M”
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Consensus Problem:
An Informal Introduction

We have n asynchronous threads;

Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into some shared buffer;

* Propositions are done at a completely random (unpredictable) order;

* After that point, every thread continues execution with a value, that is the same for all
other threads (both, which have already made propositions, or are going to do so)

Thread 2

continues execution
with value “M”

Thread n
continues

with value “M”

Thread 1

continues
. o ”
Threads execute with value “M

with the same value

Threads
orepare Thread 1

proposals proposes
value “P”

Thread 2 Thread n
proposes proposes value “K”

value “M”
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Consensus Problem:
An Informal Introduction

We have n asynchronous threads;

Every thread, at some point of its execution, proposes a value (e.g. a local clock time),
for example, by placing it into some shared buffer;

* Propositions are done at a completely random (unpredictable) order;

* After that point, every thread continues execution with a value, that is the same for all
other threads (both, which have already made propositions, or are going to do so)

Thread 2

continues execution
with value “M”

Thread n Thread 1

o continues continues

ter . " ” . “ ”

e with value “M with value “M

point .
______________________________ ‘______ A Consensus Point: S
Before hread All thre_ads a'fter this point continue

CONSEensus Thread 1 execution with the same consensus value

point proposes

value “P Thread n

proposes value “K”

Thread 2
proposes

value “M”
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Synchronous and Asynchronous Consensus Problems

Two major types of consensus problems:

Asynchronous: threads do not wait for each other (a wait-freedom requirement);

Synchronous: When reaching a consensus point, threads wait for each-other, before
making a consensus decision (threads blocking at a consensus point takes place)

Thread 2
continues execution
with value “M”

Thread n Thread 1

" continues continues

ter . " ” . “ ”

e with value “M with value “M

point .
______________________________ ‘______ A Consensus Point: S
Before hread All thre_ads a'fter this point continue

CONSEensus Thread 1 execution with the same consensus value

point proposes

value “P Thread n

proposes value “K”

Thread 2
proposes

value “M”
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Synchronous and Asynchronous Consensus Problems

Two major types of consensus problems:

Asynchronous: threads do not wait for each other (a wait-freedom requirement);

Synchronous: When reaching a consensus point, threads wait for each-other, before
making a consensus decision (threads blocking at a consensus point takes place)

Thread 2
continues execution
with value “M”

Thread n Thread 1

N continues continues

ter . " ” . “ ”

e with value “M with value “M

point .
______________________________ ‘______ A Consensus Point: S
Before hread All thre_ads a'fter this point continue

CONSENsUS Thread 1 execution with the same consensus value

point proposes

value “P Thread n

proposes value “K”

Thread 2
proposes

value “M”

Unless stated otherwise, we assume an asynchronous consensus problem (threads are not synchronized) 62



An Asynchronous Consensus Problem: An Informal Introduction
The key difficulty is that threads make propositions at an unpredictable order

One feasible scenario:

Thread 2
continues execution
with value “M”

Thread n

continues
with value “M”

Thread 1
continues
with value “M”

Thread 1 '
proposes
value “P”

Thread n

@ proposes value “K”
Thread 2

proposes
value “M”

——— AConsensus Point  ————

Another feasible scenario:

Thread 2
continues execution
with value “P”

Thread n

continues
with value “P”

Thread 1

continues
with value “P”

Thread 1
proposes
value “P”

Thread n

proposes value “K”
Thread 2

proposes
value “M”
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An Asynchronous Consensus Problem: An Informal Introduction
The key difficulty is that threads make propositions at an unpredictable order

One feasible scenario: Another feasible scenario:

Thread 2
continues execution
with value “M”

Thread 2
continues execution
with value “P”

Thread n

continues
with value “M”

Thread n

continues
with value “P”

Thread 1
continues
with value “M”

Thread 1

continues
with value “P”

——— AConsensus Point —————————————— ———— (B} — — — — — — —— ——— —
Thread 1

Thread n proposes

@ proposes value “K” value “P
Thread 2

proposes
value “M”

Thread 1 '
proposes

Thread n
value “P”

proposes value “K”
Thread 2

proposes
value “M”

The order of threads proposition typically affects a consensus value
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An Asynchronous Consensus Problem: An Informal Introduction
The key difficulty is that threads make propositions at an unpredictable order

One feasible scenario: Another feasible scenario:
Thread 2 Thread 2
continues execution continues execution
Thread n i “M” Thread n [ “p~
> with value “M Thread 1 e?d with value “P Thread 1
co.nhlnules > continues co.ntlnues P continues
with value W|th Value //Mn W|th Value Wlth Value uPn

Thread 1 '
proposes

lue “P” Thread n Proposes Thread n
value

@ value “P” -
proposes value “K
Thread 2

proposes
value “M”

——— AConsensus Point —————————————— —— — — — ' ——————————————
Thread 1

proposes value “K”
Thread 2

proposes
value “M”

The order of threads proposition typically affects a consensus value
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An Asynchronous Consensus Problem: An Informal Introduction
The key difficulty is that threads make propositions at an unpredictable order

One feasible scenario: Another feasible scenario:

Thread 2 Thread 2
continues execution continues execution
Thread n with value “M” Thread n __ -with value “P”

Thread 1 < Thread 1

con:nules > continues contlnuesd/P _ oRtiRues
. o 14 . “w ” i “p” . o ”\
with vajue with value “M with valucuggess W|th\v~alu\e P”,
——————————————— '———AConsensusPoint —_——————————————— ——— e
Thread 1 Thread 1
proposes Thread n proposes Thread n

value “P”

“y” value “P”
proposes value “K proposes value “K”

Thread 2 @

proposes
value “M”

Threa; 2

proposes
value “M”

The order of threads proposition typically affects a consensus value;
A consensus value is not necessarily the one proposed first
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An Asynchronous Consensus Problem: An Informal Introduction
The key difficulty is that threads make propositions at an unpredictable order

One feasible scenario: Another feasible scenario:

Thread 2 Thread 2
continues execution continues execution
Thread n with value “M” Thread n __ -with value “P”

Thread 1
continues

with value “M”

continues

continues >
with value “M”

with valud “P” _

— — — A Consensus Point

Thread 1
proposes

value “P”

Thread 1 '
proposes
value “P”

Thread n

@ proposes value “K”
Thread 2

proposes
value “M”

fay

Thread 2
proposes
value “M”

The order of threads proposition typically affects a consensus value;
A consensus value is not necessarily the one proposed first;

A consensus value must instead satisfy 3 major requirements: value consistency, correctness, and completeness

< Thread 1
continues
. N
with'valye “P”
~ —— =

Thread n

)

proposes value “K”
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Consensus Value Properties: Correctness, Consistency, and Completeness

Correctness:

After passing a consensus point, every thread proceeds with the same consensus value

Thread 2
continues execution

— e e L
—

Thread n

—— Thread 1
continues ./ - =

R d continkes. ”M” is a consensus value
After with value\"M . with value “M” ) for all threads
consensus ~— ~~_7/
, (correctness property)
is reached
—————————————————————————————— ‘—————— A Consensus Point ————————————————
Before h d
consensus Thread 1
is reached Proposes

valve "P7 Thread 2 Thread n

uygr”
proposes proposes value “K
value “M”
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Consensus Value Properties: Correctness, Consistency, and Completeness
Correctness:
After passing a consensus point, every thread proceeds with the same consensus value

Consistency:
A consensus value is the one proposed by some thread

Thread 2

continues execution

=~ contintes.  ”M” is a consensus value

(correctness property)

Consensus value "M” is in

_ b Thread 1

continues // ~

. o" ” =~

After with value\l\ll y, with V‘a~|-uQ”M”) for all threads
consensus = SO
is reached
______________________________ ' —————— A Consensus Point
Before h d
consensus Thread 1
is reached Proposes

TN~
value “P”

Thread 2

—
e
—— e e —_————

—_—
—
— —
— —

a set of proposed values
(consistency property)

proposes —proposes value ”K”\)

—
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Consensus Value Properties: Correctness, Consistency, and Completeness
Correctness:
After passing a consensus point, every thread proceeds with the same consensus value

Consistency:

A consensus value is the one proposed by some thread
Completeness:

Every correct® thread will accept decision at some point

Thread 2

continues execution

(correctness property)

Consensus value "M” is in
a set of proposed values
(consistency property)

_ p ———— Thread 1
contmues/ ~~ < contintes.  ”M” is a consensus value
After with value\lV| > with Value “M” ) for all threads
consensus - ~~=7
is reached
______________________________ ‘—————— A Consensus Point
Before h d
consensus Thread 1
is reached propo/se_\s\
valug “P”
< - Thread 2 SN
~. O proposes —proposes value “K”
\\ —_—_u—-—; ————————
* Incorrect = malfunctioning ~ value “M

—
e D — ————
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Introduction to Consensus Problem

The consensus problem — an abstract theoretical problem, which has enormous consequences to:
e Concurrent algorithms and hardware architecture

e Distributed computing

* Multi-agent systems

* Many other areas
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Introduction to Consensus Problem

The consensus problem — an abstract theoretical problem, which has enormous consequences to:
e Concurrent algorithms and hardware architecture

e Distributed computing

* Multi-agent systems

* Many other areas

Key idea:

to make all processes (threads) agree on some single value, to proceed with computations further
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Introduction to Consensus Problem

The consensus problem — an abstract theoretical problem, which has enormous consequences to:
e Concurrent algorithms and hardware architecture

e Distributed computing

* Multi-agent systems

* Many other areas

Key idea:

to make all processes (threads) agree on some single value, to proceed with computations further

Our key assumption of asynchronous threads:

Unless stated otherwise, we assume an asynchronous consensus problem, with asynchronous
threads, meaning that

* Threads start execution at completely arbitrary (asynchronous) times;
* Threads propose values at unpredictable order
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Application of Consensus Protocols
The fundamental problem of concurrent and distributed systems
Application Examples Description

The need to synchronize independent clocks (e.g. due to a clock drift)

Clock synchronization in a
distributed system
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Application of Consensus Protocols

The fundamental problem of concurrent and distributed systems

Application Examples Description

The need to synchronize independent clocks (e.g. due to a clock drift)

A widely used Berkeley algorithm for clock synchronization:
Clock synchronization in a 1) Atime server periodically fetches time from all clients;
distributed system 2) Averages the result, and

3) Reposts back to all clients;

(An example of a synchronous consensus problem)
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Application of Consensus Protocols

The fundamental problem of concurrent and distributed systems

Application Examples Description

The need to synchronize independent clocks (e.g. due to a clock drift)

A widely used Berkeley algorithm for clock synchronization:
Clock synchronization in a 1) Atime server periodically fetches time from all clients;
distributed system 2) Averages the result, and

3) Reposts back to all clients;

(An example of a synchronous consensus problem)

Relies on a fault-tolerant Consensus Problem:
Blockchain Systems - All threads (peers) must agree on the order of transactions;
- Some threads (peers) can fail or behave maliciously
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Application of Consensus Protocols

The fundamental problem of concurrent and distributed systems

Application Examples

Clock synchronization in a
distributed system

Blockchain Systems

Academic studies of
non-blocking algorithms

Description

The need to synchronize independent clocks (e.g. due to a clock drift)

A widely used Berkeley algorithm for clock synchronization:
1) A time server periodically fetches time from all clients;
2) Averages the result, and

3) Reposts back to all clients;

(An example of a synchronous consensus problem)

Relies on a fault-tolerant Consensus Problem:
- All threads (peers) must agree on the order of transactions;
- Some threads (peers) can fail or behave maliciously

The Consensus Protocol is a toy algorithm, to study the properties of wait-free
non-blocking algorithms
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Application of Consensus Protocols

The fundamental problem of concurrent and distributed systems

Application Examples

Clock synchronization in a
distributed system

Blockchain Systems

Academic studies of
non-blocking algorithms

Description

The need to synchronize independent clocks (e.g. due to a clock drift)

A widely used Berkeley algorithm for clock synchronization:
1) A time server periodically fetches time from all clients;
2) Averages the result, and

3) Reposts back to all clients;

(An example of a synchronous consensus problem)

Relies on a fault-tolerant Consensus Problem:
- All threads (peers) must agree on the order of transactions;
- Some threads (peers) can fail or behave maliciously

The Consensus Protocol is a toy algorithm, to study the properties of wait-free
non-blocking algorithms

Many other application areas as well
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Application of Consensus Protocols

The fundamental problem of concurrent and distributed systems

Application Examples

Clock synchronization in a
distributed system

Blockchain Systems

Academic studies of
non-blocking algorithms

Description

The need to synchronize independent clocks (e.g. due to a clock drift)

A widely used Berkeley algorithm for clock synchronization:
1) A time server periodically fetches time from all clients;
2) Averages the result, and

3) Reposts back to all clients;

(An example of a synchronous consensus problem)

Relies on a fault-tolerant Consensus Problem:
- All threads (peers) must agree on the order of transactions;
- Some threads (peers) can fail or behave maliciously

The Consensus Protocol is a toy algorithm, to study the properties of wait-free
non-blocking algorithms

Many other application areas as well
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Consensus Protocol for 2 (Asynchronous) Threads by Using a FIFO queue

Given:
- 2 asynchronous threads, and

- a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically

Observation:

Both threads always return the same “decision” value, despite being asynchronous and having different “proposed” values!

Q.: How to prove this observation?
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Consensus Protocol for 2 (Asynchronous) Threads by Using a FIFO queue

Given:
- 2 asynchronous threads, and
- a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically
Observation:
Both threads always return the same “decision” value, despite being asynchronous and having different “proposed” values!

Q.: How to prove this observation? A.: To enumerate all feasible relative execution scenarios for threads!
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1: if (Q.is_empty()) Q.enqueue(proposed);

Move 2: else decision = Q.dequeue();
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1: if (Q.is_empty()) Q.enqueue(proposed);

Move 2: else decision = Q.dequeue();
Initial protocol state

Q Q is empty
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1: if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2:  else decision = Q.dequeue(); » Thread 2 move

Initial protocol state

Q Q is empty
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1: if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); » Thread 2 move
Initial protocol state

Q Q is empty

Suppose that:
1) thread 1 completes Move 1 before thread 2;

Lin. Points Thread 1 Thread 2
1 bool proposed = 0;

2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed);
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1: if (Q.is_empty()) Q.enqueue(proposed);

Move 2: else decision = Q.dequeue();

——— > Thread 1 move

_________ > Thread 2 move

Initial protocol state

Move 1

Thread 1 placed “0” intoQ: Q ={0}

Lin. Points
1
2

3

Q is empty
Suppose that:
1) thread 1 completes Move 1 before thread 2;

Thread 1 Thread 2
bool proposed = 0;
bool decision = proposed;

if (Q.is_empty()) Q.enqueue(proposed);
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2:  else decision = Q.dequeue(); » Thread 2 move

Initial protocol state

Q is empty
Suppose that:
1) thread 1 completes Move 1 before thread 2;
2) thread 1 completes Move 2 before thread 2 completes Move 1;

Q = {0}
Move 2

Q= {0};
Thread 1: decision = 0 Lin. Points Thread 1 Thread 2
1 bool proposed = 0;
2 bool decision = proposed;
3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue();
5 return decision;
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); » Thread 2 move

Initial protocol state

Q is empty
Suppose that:
1) thread 1 completes Move 1 before thread 2;

Q= {0}

2) thread 1 completes Move 2 before thread 2 completes Move 1;
Move 2

3) thread 2 finally completes Move 1, and then Move 2

Q= {0};
Thread 1: decision = 0 Lin. Points Thread 1 Thread 2
Move 1 /// 1 bool proposed = 0;
/', 2 bool decision = proposed;
Q = {0} O 3 if (Q.is_empty()) Q.enqueue(proposed);
| 4 else decision = Q.dequeue();
Move 2 |
! 5 return decision;
Q-= {0}’, l 6 bool proposed = 1;
Thread 2: decision = 0 7 bool decision = proposed;
8 if (Q.is_empty()) Q.enqueue(proposed);
9 else decision = Q.dequeue();
10 return decision;
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); » Thread 2 move

Initial protocol state

Q is empty
Suppose that:
1) thread 1 completes Move 1 before thread 2;

Q= {0}

2) thread 1 completes Move 2 before thread 2 completes Move 1;
Move 2

3) thread 2 finally completes Move 1, and then Move 2

Q= {0};
Thread 1: decision = 0 Lin. Points Thread 1 Thread 2
Move 1 /// 1 bool proposed = 0;
/', 2 bool decision = proposed;
Q = {0} (j 3 if (Q.is_empty()) Q.enqueue(proposed);
| 4 else decision = Q.dequeue();
Move 2 |
! 5 return decision;
Q= {0}; : 6 bool proposed = 1;
Thread 2: decision = 0 7 bool decision = proposed;
Q= {0}’_ 8 if (Q.is_empty()) Q.enqueue(proposed);
Thread 1: decision = 0 9 else decision = Q.dequeue();
10 return decision;

Thread 2: decision = 0 89



Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); » Thread 2 move

Initial protocol state

Q is empty

Q= {0};
Thread 1: decision = 0 Another feasible scenario
Move 1 '
g Sa Q={o)
Q=10} (j Thread 2: decision = 0
Move 2 : Move 2
Q= (0} Q= (0}
Thread 2: decision = 0 Thread 1: decision = 0
Q= {0} Q= {0}
Thread 1: decision =0 Thread 1: decision =0
90
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); »  Thread 2 move

Initial protocol state

Q is empty

Question:
Will value of “decision” varible always equal to“0”?

Q= {0};
Thread 1: decision =0

= {0 / Al Q={o)
Q=10} (j Thread 2: decision = 0
Move 2 : Move 2
Q= (0} Q= (0}
Thread 2: decision = 0 Thread 1: decision = 0
Q= {0} Q= {0}
Thread 1: decision =0 Thread 1: decision = 0
91
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Enumeration of Feasible Execution Orders for Threads by Using an Execution Tree

——— > Thread 1 move

Move 1: if (Q.is_empty()) Q.enqueue(proposed);

Move 2: else decision = Q.dequeue();

Q= {0};
Thread 1: decision =0

Thread 2: decision = 0
Q = {0},
Thread 1: decision =0
Thread 2: decision = 0

_________ > Thread 2 move

Initial protocol state

Q is empty
"~.__Movel
C Q=1{1}
. Move 2
Q={1};
) Thread 2: decision = 1
Move 1
e Q={0}
Thread 2: decision =0 Q={1}
Move 2 Move 2
Q= (o) Q={1);
Thread 1: decision = 0 Thread 1: decision = 1
Q= {o) Q={1);

Thread 1: decision = 1

Thread 1: decision = 0
Thread 2: decision =1 92

Thread 2: decision = 0



An Execution Tree for Consensus Protocol

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); » Thread 2 move
Initial protocol state

Move 1

Move 2

0 0 0 1 1 1

Consensus (decision) values o3



An Execution Tree for Consensus Protocol

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); »  Thread 2 move

Initial protocol state

Move 1

Move 2

0 0 0 1 1 1

This execution tree enumerates all feasible execution scenarios for 2 asynchronous threads
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An Execution Tree for Consensus Protocol

Move 1:  if (Q.is_empty()) Q.enqueue(proposed); — Thread 1 move

Move 2: else decision = Q.dequeue(); »  Thread 2 move

Initial protocol state

Move 1

Move 2

0 0 0 1 1 1

This execution tree enumerates all feasible execution scenarios for 2 asynchronous threads;
Note: if we relax the assumption of Move 1 to be atomic, a tree will be significantly larger



Recap: A Consensus Protocol for 2 (Asynchronous) Threads by Using a FIFO queue

Given:
- 2 asynchronous threads, and
- a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically

The protocol above synchronizes 2 threads
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Recap: A Consensus Protocol for 2 (Asynchronous) Threads by Using a FIFO queue

Given:
- 2 asynchronous threads, and

- a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically

The protocol above synchronizes 2 threads

How to synchronize 3 threads by using the same queue?
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Recap: A Consensus Protocol for 2 (Asynchronous) Threads by Using a FIFO queue

Given:
- 2 asynchronous threads, and

- a FIFO queue, denoted by Q, that provides the following methods:

enqueue( ), dequeue( ), is_empty()

A sample consensus protocol:

Thread 1 Thread 2

1 bool proposed = 0; 1 bool proposed = 1;

2 bool decision = proposed; 2 bool decision = proposed;

3 if (Q.is_empty()) Q.enqueue(proposed); 3 if (Q.is_empty()) Q.enqueue(proposed);
4 else decision = Q.dequeue(); 4 else decision = Q.dequeue();

5 return decision; 5 return decision;

Assumption: for simplicity of explanation, code in line 3 is assumed to execute atomically

The protocol above synchronizes 2 threads

How to synchronize 3 threads by using the same queue?

It is impossible to synchronize more than 2 threads by using such a FIFO queue!
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Another Example: An Extended FIFO Queue

An extended FIFO queue Q provides 2 methods:
enqueue( ) —to enqueue an element into Q
peek() — to read the first (top) element without modifying Q

Can we solve the consensus problem for 2 threads?

And for 3 threads?
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An Extended FIFO Queue: A Consensus Object for Multiple Threads

An extended FIFO queue Q provides 2 methods:
enqueue( ) —to enqueue an element into Q
peek() — to read the first (top) element without modifying Q

Consensus protocol for N threads (again, threads are asynchronous):

Thread 1 Thread N

1 int proposed = 1; 1 int proposed = N;

2 int decision; 2 int decision;

3 Q.enqueue(proposed); 3 Q.enqueue(proposed);
4 decision = Q.peek(); 4 decision = Q.peek();

5 return decision; 5 return decision;

An extended queue allows to synchronize an infinite number of threads

(unlike a standard FIFO queue, which applies to 2 threads at most)
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Consensus Numbers for Sample Synchronization Objects

Object Type Consensus Number
Queues of types: FIFO, double ended, or priority queue 2

An extended queue (supports peek()) Infinite

A register, that supports CAS operation Infinite

Set 2

Atomic register 1

Consensus Number — the number of threads, for which consensus problem is solved
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Consensus Numbers for Sample Synchronization Objects

Object Type Consensus Number
Queues of types: FIFO, double ended, or priority queue 2

An extended queue (supports peek()) Infinite

A register, that supports CAS operation Infinite

Set 2

Atomic register 1

Consensus Number — the number of threads, for which consensus problem is solved

Consensus Theory allows to prove consensus numbers of certain objects
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A Binary Consensus Problem

A particular case of a consensus problem, with the following restrictions:
* Only two threads

* Threads propose either 0 or 1 for a consensus value

e (0and 1 are both reachable consensus values

A binary consensus problem is our toy example, to demonstrate a few math
techniques for:

e proving several properties of a binary consensus protocols, and

e analysing consensus numbers for some concurrent objects
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Recap: An Execution Tree for a Consensus Protocol

A protocol state characterises:

* the state of every concurrent thread (e.g. the index of an executing instruction, and local variable values);
* the state of (a) concurrent object(s) used for threads synchronisation (e.g. a concurrent queue);

A sample Initial —— Thread 1 move
execution tree state » Thread 2 move

\\\ Move 2 Move 1

Move2! Move?2'! Move 2 | Move 2 Move 2 | Move 2
0 0 0 1 1 1

Decision (consensus) values
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Recap: An Execution Tree for a Consensus Protocol

A protocol state characterises:

* the state of every concurrent thread (e.g. the index of an executing instruction, and local variable values);
* the state of (a) concurrent object(s) used for threads synchronisation (e.g. a concurrent queue);

An execution tree of a consensus protocol — a set of all feasible protocol states and transitions between them

A sample Initial —— Thread 1 move
execution tree state » Thread 2 move

\\\ Move 2 Move 1

Move2! Move?2'! Move 2 | Move 2 Move 2 | Move 2
0 0 0 1 1 1

Decision (consensus) values
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An Execution Tree for a Consensus Protocol

A protocol state characterises:

* the state of every concurrent thread (e.g. the index of an executing instruction, and local variable values);
* the state of (a) concurrent object(s) used for threads synchronisation (e.g. a concurrent queue);

An execution tree of a consensus protocol — a set of all feasible protocol states and transitions between them

A sample Initial
execution tree state

— Thread 1 move
» Thread 2 move

. An execution tree:
*\. Move 2 Move 1

* Node — a protocol state

Move 2 Move 2

Decision (consensus) values 106



An Execution Tree for a Consensus Protocol

A protocol state characterises:

* the state of every concurrent thread (e.g. the index of an executing instruction, and local variable values);
* the state of (a) concurrent object(s) used for threads synchronisation (e.g. a concurrent queue);

An execution tree of a consensus protocol — a set of all feasible protocol states and transitions between them

A sample Initial
execution tree state

— Thread 1 move
» Thread 2 move

\\\ Move 2 Move 1

Move 2 :' Move 2 i Move 2 i Move 2 Move 2 Move 2

0 1 1 1

Decision (consensus) values

An execution tree:

Node — a protocol state

Edge — move by one of the threads, that
leads to a new state
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An Execution Tree for a Consensus Protocol

A protocol state characterises:

* the state of every concurrent thread (e.g. the index of an executing instruction, and local variable values);
* the state of (a) concurrent object(s) used for threads synchronisation (e.g. a concurrent queue);

An execution tree of a consensus protocol — a set of all feasible protocol states and transitions between them

A sample Initial
execution tree state

— Thread 1 move
» Thread 2 move

\\\ Move 2 Move 1

Move 2 :' Move 2 i Move 2 i Move 2 Move 2 Move 2

0 1 1 1

Decision (consensus) values

An execution tree:

* Node — a protocol state

* Edge — move by one of the threads, that
leads to a new state

* Final state is marked with a decision value
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The Notion of a Protocol State Valency

* An univalent state: all final states, following from this state, have the same decision (consensus) value

—— Thread 1 move Initial
—————— > Thread 2 move state

Move 1 .
An univalent state:

-7
-

All following final states have
the same consensus value

<. Move 2
Move 1/ Mo‘f Move 2 *_Move 2 Move 1
/ N \\

Move 2 Move 2

1

\ J

Decision (consensus) values (We shuffled decision values compared to a previous slide)
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The Notion of a Protocol State Valency

* An univalent state: all final states, following from this state, have the same decision (consensus) value

* A bivalent state: the decision value for a consensus problem is not yet fixed

A bivalent state:

-
-

— Thread 1 move Initial Following final states have
______ > Thread 2 move state different consensus values

Move 1

Move 1/ Mo\f\yove 2Move 5 . Move 2 Move 1

Move 2 Move 2

0 1

\ J

Decision (consensus) values (We shuffled decision values compared to a previous slide) 110



The Notion of a Protocol State Valency

* An univalent state: all final states, following from this state, have the same decision (consensus) value

* A bivalent state: the decision value for a consensus problem is not yet fixed

e An X-valent state: an univalent state with decision value X

— Thread 1 move Initial
—————— > Thread 2 move state

Move 1

Movel, Move2/ ~Movez, = . Move 2 Movel A 0-valent state:
é ; All following final states

have “0” as consensus value
Move 2 Move 2

0 1

\ J

Decision (consensus) values (We shuffled decision values compared to a previous slide)
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The Notion of a Protocol State Valency

* An univalent state: all final states, following from this state, have the same decision (consensus) value

e Bivalent state: the decision value for a consensus problem is not yet fixed

e X-valent state: an univalent state with decision value X

A bivalent state:

==
pes
e
-

——— Thread 1 move Initial L Following final states have
______ > Thread 2 move state different consensus values

Move 1 ~~ .
VA An univalent state:
s All following final states have

>< ove

Move 2 o the same consensus value

j “Move2 S A T A 0-valent state:

Move 1, Move 2 N Move 2 . Move 2 Move 1 :
é ) All following final states
have “0” as consensus value

Move 2 Move 2

0 1

\ J

Decision (consensus) values (We shuffled decision values compared to a previous slide)
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Graphical Notation for Univalent and Bivalent States

A bivalent state: Q

Following final states have
different consensus values

-
-
e
-

— Thread 1 move Initial o
—————— » Thread 2 move state d

Move 1

An univalent state:

All following final states have
the same consensus value

Move1/ Move2/ ~Movez “Move> \Movel A 0-valent state:
é ) ) All following final states
have “0” as consensus value

Move 2 :' Move 2 i Move 2 i Move 2 Move 2 Move 2

0 0 0 1

Decision (consensus) values (We shuffled decision values compared to a previous slide)

J
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A Sample Execution Tree for a 2-thread Binary Consensus Problem

An initial Types of protocol states:
state
Q - Bivalent:
AN the decision value is not yet fixed
\\\
SN, - Univalent:

the decision value is fixed;
x-valent: the decision value is x

X | - Final; x —the decision value

\ N
// \ / N \ Edges (thread moves):
K A | 4

———+ Thread A moves

_____ » Thread B moves

= le——
O |e—
=
= le—]
=
=

J
Y
Possible final states

Assumption for this sample tree: Each thread moves only twice
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State Valency: Univalent and Bivalent States

The notion of a state valency (bivalent or univalent) is used to prove various theorems

Properties:

e All final states, that follow from any univalent state, correspond to the same decision value
* Final states, that follow from any bivalent state, correspond to different decision values

An univalent A bivalent

state

X X
y y ' y ' v v v v v | v
1 0 1 1 1 1 1 0 1 1 1 1
0 ‘ J L Y ’
Possible final states Possible final states
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Consensus Numbers for Some Concurrent Objects

Object Type

Read-write register (safe, regular, or atomic type)
Memory snapshot primitive

FIFO, double ended, or priority queue

Set

An atomic (n, n(n+1)/2) — register assignment

An atomic multiple assignment into m registers

A read-modify-write (RMW) register
A register supporting CAS operation

An extended queue

Consensus Number

1

1

2

2

At least n
2m -2
At least 2
Infinite
Infinite
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